
  The Gilberd School January 

Safeguarding and Well-Being                                  

                   Bulletin 

It’s hard to believe that January is almost done and that Christmas was over a month ago, but 
thankfully there are glimpses of Spring and the evenings are getting a little bit lighter each day. 
This is quite a bumper edition with some good links to videos and reports that you will hopefully 
find useful. The news has been preoccupied with online safety and mobile phone use, so this 
edition has quite a few articles and clips to support parents with this.  As ever, if you feel you 
would like to talk to anyone about any of the issues raised in this bulletin, please contact your 
child’s year team or the Safeguarding team at the school.   

 

Childline - Spot the Fake (Video) 

There are two links here for videos regarding ‘Sextortion’ they can be quite hard hitting. I would 
advise watching both and then sharing what you feel is appropriate with your children. However, 
the key principle is to keep children safe online and these videos both highlight some of the 
issues well.  

Protect Us. This is from a company called WeProtect – quite hard hitting, so watch first before 
showing your children. 

Can The Charvas work out who is REAL and who is FAKE? | Childline very relatable, but not as 
hard hitting, always view first to see if you are happy with how the content is covered.  

 

 

What is Doomscrolling? 

 
Doomscrolling is where someone gets caught in a continuous cycle of negativity and fits in perfectly 
with algorithmic literacy above. Whilst doomscrolling is often intentional, it can also be a result of the 
decisions the algorithm makes and being led down a rabbit hole of doom. This can have ongoing effects 
such as anxiety and other negative effects on wellbeing. 
 
Internet Matters has a great article about doomscrolling, including things to look out for and advice for 
parents. You can find the article HERE. 

Some really good, easy to read articles about keeping your children safe online – well worth a look! 

Is WhatsApp safe for my child? | NSPCC 

https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-reporting/ 

https://www.nspcc.org.uk/keeping-children-safe/online-safety/social-media/ 

 

https://www.youtube.com/watch?v=OuH-D-au1Ho
https://www.youtube.com/watch?v=Kl-iRm9iTh8&list=WL&index=9
https://esafety-adviser.us4.list-manage.com/track/click?u=cbd59b76f0e1ad9db768db345&id=8a1f8eb69c&e=2f78bd5b12
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/2023-01-12-is-whatsapp-safe-for-my-child/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-reporting/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/social-media/


 

 

 

 

Urgent call to close online safety loophole 

BBC News  

The Internet Watch Foundation (IWF) has urged Sir Keir Starmer to address significant 
loopholes in the new Online Safety Act, warning that "the new regulations threaten to leave 
gaping loopholes for criminals to exploit." In 2024, the IWF uncovered nearly 300,000 web 
pages containing child sexual abuse imagery, marking the highest number in its history. 
IWF chair Catherine Brown highlighted the need for stricter legislation to prevent social 
media companies from evading their responsibilities. The Government has committed to 
enforcing the Act, with Ofcom empowered to impose fines on non-compliant companies. 

Three quarters back increase in minimum social media age 

The Daily Telegraph  

A survey carried out for the More in Common think tank has found that three quarters of the 
public would back an increase in the minimum age for accessing social media sites and apps, 
from 13 to 16, while 71% of adults would back a full ban on smartphones in schools. Luke Tryl, 
UK director at More in Common, commented: "Support for raising the age at which young 
people can use social media to 16 is pretty much as close to a slam dunk as you can get in 
public opinion popularity terms. This is a Government that desperately needs public opinion 
and policy wins - and raising the age of access to social media would be one of them. 

Schools unite against smartphone chaos 

BBC News  

Leaders from 34 schools in Brighton and Hove are convening to address the effects of 
smartphone usage on children. The meeting follows initiatives aimed at limiting phone use 
during school hours, including a complete ban at one school due to safeguarding concerns. 
Sarah Raymond from the campaign group Smartphone Free Childhood warned: "It’s too 
important an issue for us to say we can’t do anything about it." Cardinal Newman Catholic 
School has implemented a policy requiring students to store their phones in locked pouches 
during the day, as previous voluntary measures proved ineffective. Assistant headteacher 
Shaun Meaney highlighted the distractions and risks associated with smartphones, including 
cyberbullying. The campaign group claims nearly 3,000 parents have pledged not to buy 
smartphones for their children until they are 14, citing concerns over mental health and 
exposure to harmful content. However, exceptions are made for children with medical needs. 

https://www.bbc.com/news/articles/cew5gykgvggo
https://www.bbc.com/news/articles/c8r5g688l6go


 

 

 

 

 

 

 

 

 

 

 

 

 

ADHD prescriptions soar among youth 

London Evening Standard  

Baroness Fox of Buckley has raised concerns about the rising trend of ADHD being labelled 
as the "fashionable disorder" among young people. During discussions on the proposed 
Mental Health Bill, she noted an 18% increase in prescriptions for ADHD medications from 
April 2023 to March 2024. Fox questioned: “Isn't it tragic that so many people want their 
children, or want themselves, to have these drugs in order to feel that they can cope?” She 
warned that this trend could lead to significant financial strain on councils and schools. 
Baroness Murphy echoed these concerns, highlighting the issue of overdiagnosis and 
suggesting that many individuals are mislabeled as mentally ill when they are simply 
experiencing distress. She remarked on the prevalence of self-diagnosis through unreliable 
online surveys, noting: “There are a lot of websites which are utter rubbish.” 

Child sexual exploitation recognised as 'an urgent public health issue' 

The Independent UK  

Online child sexual exploitation is increasingly recognised as "an urgent public health issue that 
is escalating," according to a recent meta-analysis published in The Lancet: Child and 
Adolescent Health. The study reveals that one in 12 children globally is exposed to such abuse, 
with a significant rise in online grooming cases reported in the UK, increasing by 89% over six 
years. In 2023, the US National Centre for Missing and Exploited Children received over 3.2m 
reports of suspected exploitation, marking a 13% increase from the previous year. Rani 
Govender, policy manager for child safety online at the NSPCC, outlined the need for the Online 
Safety Act to be implemented urgently, stating: "Online grooming can have a lifelong impact on 
victims and survivors."  

Hundreds of police officers to be pulled from schools 

The Daily Telegraph  

The Metropolitan Police is reportedly withdrawing 370 specialist police officers based in 
schools under the Safer Schools programme, with a police constable telling LBC radio 
that officers have been "advised that our roles have been abolished or discontinued 
and we'll be going back into neighbourhood policing". "There'll be no direct contact with 
the schools", they added, "appointments with the schools, no more safeguarding 
appointments." The Safer Schools scheme was introduced to help prevent and detect 
crime, cut anti-social behaviour in schools, and provide support to young people at risk 
of becoming victims or offenders. 

https://www.nla-eclips.com/NLAAPI.dll/GetObject?ObjectID=201330552


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A study entitled The Digital Health 
Generation has highlighted that more 
than 70% of young people in the UK, 
some aged just 8, are using apps and 
other digital online technologies to 
track and manage their health              
For those of us who might struggle 
with sticking to a routine or even 
knowing where to start, physical 
wellbeing and fitness apps promise to 
do the heavy lifting for you            
providing meal plans, exercise 
routines and more. 

  

However, some of these apps aren't 
always as safe as they might first 
appear, and they tend to present a few 
risks to their users – especially for their 
underage demographic. That’s why 
we’ve put together this free guide on 
safety concerns around physical 
wellbeing apps, to provide you with 
expert advice on how to mitigate these 
risks for young people. 

All these guides are attached below for 
ease of reading. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

With 22% of its billion-strong userbase being 
between the ages of 13 and 17, the popularity of 
TikTok among the younger generation is 
indisputable     Providing entertainment in the 
form of a stream of short-form video content          
while allowing its users to post videos of their own 
        the app has skyrocketed to prominence over 
the last few years, becoming a fixture in young 
people’s digital lives           

  

Of course, with a platform as popular and 
gargantuan as TikTok, it can be intimidating trying 
to figure out how best to safeguard children and 
young people using the app. That’s why we’re 
releasing our brand-new guide to TikTok, detailing 
the main online safety concerns and suggesting 
strategies to reduce these risks for the app’s 
younger users.  

Phone ban makes 'big impact' in class 

BBC News Daily Express Express.co.uk  

Greg Morrison, the associate assistant head of Burnage Academy for Boys, one of the first UK 
schools to ban mobile phones, has discussed the benefits the school has seen since. The 
school, named UK Secondary School of the Year at the 2024 TES Schools Awards, introduced 
the ban 12 years ago, Mr Morrison says, and it has seen "a big impact in terms of engagement 
in class", with "one less distraction in the classroom". "When you see groups of young people 
out and about in town, they're all sitting round the table looking at their phones and not 
talking", he said: "What we see here at lunchtime is pupils playing football, pupils sitting 
talking, pupils sharing food with each other." 

https://www.bbc.com/news/articles/cy8y2z2end7o
https://www.nla-eclips.com/NLAAPI.dll/GetObject?ObjectID=201688272


 

  

 

 

 

 

 

 

 

 

 

Social media apps such as TikTok and 
Instagram are immensely popular among 
children and young people: Ofcom found that 
96% of children have their own profile on at 
least one of these platforms by the age of 17. 
These apps feature short-form, algorithmically 
tailored content  ensuring that their users 
spend as long as possible viewing posts and 
videos   

  

As parents and educators, it is vital for us to 
safeguard the children in our care if – or more 
likely, when – they use social media  
However, the question then becomes “what 
exactly can we do?” This week’s expert-led 
guide is here to answer precisely that, offering 
top-level advice on keeping children and young 
people safe as they navigate the digital 
landscape 

Groundbreaking changes to online safety laws 

The Guardian  

The recent draft illegal codes published by Ofcom represent a significant shift in online safety policy, aiming to 
make Britain one of the safest places to be online. Peter Kyle, Secretary of State for Science, Innovation and 
Technology, highlights in the Guardian the urgent need for these changes after hearing distressing accounts from 
young people about their online experiences, including fears of cyberbullying and grooming. He comments: "We 
owe it to them to ensure that no more lives are needlessly lost to this epidemic." The new regulations will compel 
tech firms to actively remove illegal content and enhance protections for children, making it more difficult for 
strangers to contact them. The measures are designed to restore confidence in online spaces while addressing 
the growing concerns surrounding online crime and harmful content. 

Shocking rise in online abuse 

STV Grampian Online Herald Scotland The Daily Record  

Police Scotland reported over 2,000 cases of online grooming and sexual exploitation of children 
last year, but experts warn this figure is just the "tip of the iceberg." According to a study by 
Childlight, more than 150,000 children in Scotland may have experienced online sexual abuse in 
the past year, equating to over 400 children daily. Professor Deborah Fry, director of data at 
Childlight, described the research as “gold standard,” highlighting that an estimated 300m 
children globally faced similar issues. The report calls for a preventative approach, emphasising 
the need for education and regulation to combat this growing problem. Paul Stanfield, Childlight's 
chief executive, noted the stigma surrounding these crimes often prevents victims from reporting 
them, stating: “I've been approached by people who have kept it to themselves for 50 years.” The 
upcoming Online Safety Act aims to introduce stronger protections for children online. 

https://news.stv.tv/scotland/scotland-tonight-over-150000-children-in-scotland-sexually-abused-online-in-past-year
https://www.grampianonline.co.uk/news/national/around-150-000-children-in-scotland-subject-to-online-sex-abuse-in-past-year-123118/


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Gambling commission acts against Roblox casinos 

Sky News  

An investigation by Sky News has uncovered a network of illegal online casinos targeting 
children through the popular game Roblox. These unlicensed sites allow users, some as 
young as 12, to gamble their in-game currency, Robux, on games like slots and blackjack. 
One teenager, Robert, revealed he gambled around 15m Robux (£150,000) starting at age 
14, unaware he was breaking the law. The Gambling Commission has responded by 
blocking these sites in the UK, with Chief Executive Andrew Rhodes stating: "Criminals will 
always try and find new ways to exploit people, including children." Roblox is facing a class 
action lawsuit from parents of affected children, alleging negligence in protecting young 
users from these gambling platforms. 

Instagram under fire for child abuse material 
Daily Mail  

Instagram is facing scrutiny from Ofcom following allegations of facilitating the distribution of 
AI-generated child sexual abuse material. The 5Rights Foundation, a children's charity, has 
lodged a complaint against Meta, the parent company of Instagram, Facebook, and 
WhatsApp, claiming it has "disregarded" police requests and failed to effectively monitor 
harmful content. An undercover police investigation revealed that offenders are using 
Instagram to promote their sites, gaining significant followings by marketing AI-generated 
sexualised images of children. Baroness Beeban Kidron, founder of the charity, said: "It is 
appalling that a company of Meta's size and resources continues to fail in its duty to protect 
children." With the Online Safety Act coming into effect next year, Ofcom has been urged to 
take action against Meta to safeguard children from exploitation and abuse online. 

Superman challenge injures dozens of kids 

Metro  

The Superman challenge, a viral trend on social media platforms like TikTok, 
YouTube, and Instagram, has resulted in numerous injuries among children. 
Participants, some as young as 10, are thrown into the air by peers, attempting to 
strike a superhero pose before landing. Reports indicate that at least 20 children in 
Romania and 19 in Israel have sustained serious injuries, with some requiring 
hospitalisation. A mother from Montenegro expressed her shock after her son 
injured his hand, stating: "We thought there was no possibility that a child... could 
get into that situation." While TikTok has removed related content, videos remain 
accessible on YouTube and Instagram, prompting concerns from authorities about 
the challenge's dangers. 

https://news.sky.com/story/illegal-casinos-are-using-roblox-to-draw-children-into-online-gambling-13273519
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